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Background

AI Robot Face Recognition & Sythesis

horse

personhelmet

Object Recognition & Classification & SegmentationAI  Recommended Systems
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Background

Deep Network

Deep Network

Accuracy and Speed

Boosting
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Adversarial Samples
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Space of possible input 
images

Space of classified as tigers Space of real images

• Attacking a network with adversarial samples

Questions: Will the forged image look like a tiger?

Similar?



Basic Algorithm: Fast Gradient Sign Method (FGSM)

Benign image Adversarial noise Adversarial image

“Tiger” 100% confidence “Wolf” 71% confidence

Adversarial Samples
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• Adversarial sample generation

I. Goodfellow, et al, Explaining and harnessing adversarial examples, 2014
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Wearing lipstick Not wearing lipstick

Female Male

Clean Perturbation Adversarial

Fast Flipping  
Attribute Method

Retaining Biometric  
Utility of Face Images 
while Perturbing 

Gender

Adversarial Samples
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Applications

• Adversarial samples can mislead the classification of AI system
 Existing attack techniques: FGSM, Deepfool, JSMA, Black‐box, CW, etc.
 Existing defense techniques: adversary detection, adversarial retraining, 

obfuscated gradients, etc.

A small perturbation can make the result 
transferred to any desired target phrase.

Attacking autonomous driving,
AI mistakes can cause Life.

Jan Hendrik Metzen, et al.  , Universal Adversarial Perturbations Against Semantic Image Segmentation, 2017.
N. Carlini and D. Wagner, Audio Adversarial Examples: Targeted Attacks on Speech-to-Text, 2018.
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Applications

They might be executed 
without requiring any overtly 
fraudulent misrepresentation 
of the data

• Adversarial examples in medical AI systems

Samuel G. Finlayson, et al., Adversarial Attacks on Medical Machine Learning, Science, 2019 
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Applications

• Adversarial Attacks in Reinforcement Learning

Sandy Huang, et al. Adversarial Attacks on Neural Network Policies , 2017
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Adversarial Sample Usages

• Explore the biases of a neural network by analysing the distance of a
sample to the decision boundary using adversarial samples

• The distance to the decision boundary is closely related to the
magnitude of the perturbation necessary to make a sample cross it

Pierre Stock and Moustapha Cisse, ConvNets and ImageNet Beyond Accuracy: Understanding Mistakes and Uncovering Biases, 2018
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Adversarial Sample Usages

• The adversarial perturbation exploits the ambiguity of the
image by shifting the attention of the model towards regions
supporting the adversarial prediction

Left: an adversarial image of the true class Jeep predicted as Ambulance by the network.
Center: the explanation of the clean image for its prediction (Jeep).
Right: the explanation of the adversarial image for its prediction (Ambulance).
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Adversarial Sample Usages

• Measuring Robustness
 Accuracy and attack success rate
 Transferability
 Distortion and minimal perturbation: Amount of noise required for attack to succeed

 Loss sensitivity: Rough estimate of the Lipschitz continuity of the model
 CLEVER: Lower bound on adversarial distortion based on extreme value theory
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Adversarial Sample Usages

• Defense: Adversarial Training

Adapt the classifier to attack directions 
by including adversarial data at training
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Adversarial Sample Usages
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• Adversarial Training for Semi‐Supervised Learning

To make the same prediction on an unlabeled 
image and its adversarial counterpart

Takeru Miyato, et al., Virtual Adversarial Training: A Regularization Method for Supervised and Semi-Supervised Learning, 2018
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Background
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Binary code generation
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Unsupervised hashing 
PCAH, SH, ITQ, AGH, 

IMH, DGH…

Supervised hashing 
SSH, MLH, KSH, FastH, 

SDH, COSDISH…

Hamming distance calculation

XOR operation 

Data Scale: High‐dimensional → Low‐dimensional 

Cheaper storage cost



Deep Hashing
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input Hash LayerFCsCNNs
(Tanh)

01001101

01001101

10111100

Dissimilar

Similar

Hash codesdata
Deep learning model

• Single‐Modal Hash Learning 



Deep Hashing
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Hash codesMulti‐modal data semantic structureDeep learning model

A fox is 
bending 
his head

A cat is 
playing 

with a ball

01001101
01001101
10111100
10111100

Hash codes of 
similar pairs 
should be 
similar

Hash codes of  
dissimilar pairs 

should be 
dissimilar

• Cross‐Modal Hash Learning 
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Adversarial Samples in Deep Hashing
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Image 
Database

Retrieval 
Result

Adversarial 
Sample

• Potential security problem  for information retrieval 



Adversarial Samples in Deep Hashing
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Training Data Deep Hashing Model 

01001101

01001101

Similar

Robust Hash Code 

Normal 
Sample

Adversarial 
Sample

• Robust information retrieval through adversarial training



Adversarial Examples for Hamming Space Search
TCYB2018: Erkun Yang, Tongliang Liu, Cheng Deng, Dacheng Tao
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• Our approach handles the problems

query

Labels:  ?

semantical irrelevant

retrieval results

 Problem 1: The lack of query image's label caused retrieving semantic 
irrelevant results rapidly become infeasible

Motivation

We opt to design a novel objective to force the hash codes for adversarial 
samples to be dissimilar from those of the original examples
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• Our approach handles the problems
 Problem 2: The existing methods have the vanishing gradient problem

Motivation
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We proposed a novel updating strategy for the hash activation function



Proposed Method

Hamming Distance 
Maximization ClipMask 

metric

…

… Backpropagation

The Framework of HAG
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• Overall Learning Objectives in each iteration

 The targeted hashing model

 Generate adversarial example

can be approximated by

• the perturbation should be small

• should be dissimilar to  
generate adversarial example

Proposed Method
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Proposed Method

01001101 10111100

Semantic�Similar

maximize

01001101 01001101

Semantic�Similar

Semantic�Dissimilar

01001101 10111100

Semantically similar pairs will have 
similar hash codes, vice versa 
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maximize the Hamming distance

minimize the inner products of hash codes



Proposed Method

different

decrease efficiency
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 The mask for the qth sample

 The corresponding vectors



Proposed Method

• Vanishing gradient problem
 Zero gradients in the hash activation layer will greatly 

hinder the optimization of the adversarial examples
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will cause vanishing gradient problem



Proposed Method

• The hash activation function
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Results

natural perturbation adversarial natural perturbation adversarial

natural image adversarial examples natural image adversarial examples
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Results

Table: Map for a different number of bits on the datasets at different iterations

MAP is one of the most widely used criteria for measuring the performance of modern retrieval systems

HAG can successfully attack targeted hashing models !
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Results
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Transfer MAP results on MS‐COCO datasets



Cross‐Modal Learning with Adversarial Samples
NeurIPS 2019:  Chao Li, Cheng Deng, Shangqian Gao, De Xie, Wei Liu
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Motivation

Cross‐Modal Learning aims to explore the Relation
between one modality (e.g., image) and another (e.g., text)

J. C. Pereoa, et al., On the Role of Correlation and Abstraction in Cross-Modal Multimedia Retrieval, TPAMI, 2014
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Motivation

Q.Y. Jiang and W.-J. Li, Deep Cross-Modal Hashing, CVPR2017

Data points from two modalities are mapped from the original spaces into a 
Hamming Space of Binary Codes
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Motivation

Cross‐Modal Search Space
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Proposed Method

(a) Adversarial Sample Learning (b) Adversarial Training

is an adversarial sample of D
is an adversarial sample of A

 Learned perturbation is designed to fool a deep cross‐modal network
 The learned adversarial samples won’t impact the retrieval performance within 

its own modality

Adversarial sample is defined in two aspects:
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Proposed Method

The aim of an adversarial attack is to find the minimum perturbations Δ* in v and t that 
result in the change of retrieval accuracy:
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Proposed Method
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Inter-modal similarity :

Intra-modal similarity :



Results
Comparison in terms of MAP scores with different lengths of hash codes

Comparison in terms of MAP scores and distortions(D) with 32‐bit code length
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Results

PR and Precision@1000 Curves evaluated on MIRFlickr‐25K and NUS‐WID datasets with 32 bits
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Results

Adversarial Samples of different modalities learned by the proposed CMLA
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