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Background
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Adversarial Samples

e Attacking a network with adversarial samples

Questions: Will the forged image look like a tiger?

Similar?

25632X32X3 ~ 107400

Space of possible input
images

Space of classified as tigers Space of real images
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Adversarial Samples

e Adversarial sample generation

Basic Algorithm: Fast Gradient Sign Method (FGSM)

X + Esign(VxL(Q,x,y)j) = X, dv
Y

“Tiger” 100% confidence 77 “Wolf” 71% confidence

o

Benign image Adversarial noise Adversarial image

I. Goodfellow, et al, Explaining and harnessing adversarial examples, 2014
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Adversarial Samples

Wearing lipstick

Fast Flipping
Attribute Method

Perturbation Adversarial

Retaining Biometric
Utility of Face Images
while Perturbing
Gender

Female Male
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Applications

e Adversarial samples can mislead the classification of Al system

v’ Existing attack techniques: FGSM, Deepfool, JSMA, Black-box, CW, etc.

v’ Existing defense techniques: adversary detection, adversarial retraining,
obfuscated gradients, etc.

(b) Prediction

"it was the (a) Image
=> best of times,
it was the

worst of times"

(c) Adversarial Example (d) Prediction

"it is a truth
universally
acknowledged
that a single"

A small perturbation can make the result Attacking autonomous driving,
transferred to any desired target phrase. Al mistakes can cause Life.

Jan Hendrik Metzen, et al. , Universal Adversarial Perturbations Against Semantic Image Segmentation, 2017.
N. Carlini and D. Wagner, Audio Adversarial Examples: Targeted Attacks on Speech-to-Text, 2018.
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Applications

e Adversarial examples in medical Al systems

Original image Adversarial noise Adversarial example

.y

Perturbation computed Combined image of nevus and

melanocytic nevus, along with the by a common adversarial attack perturbation and the
diagnostic probability computed attack technique. diagnostic probabilities from
Th ey m ig h t b e execu te d by a deep neural network. See (7) for details. the same deep neural network.
° o e &_ Benign | Benign
without requiring any overtly L | Maignant I 12gnant
. . Model confidence Model confidence
fraudulent misrepresentation PR 7\
| rotation (8)
Of t h e d a ta Diagnosis: Benign :1.‘,'. o Diagnosis: Malignant
The patient has a history of Adversarial The patient has a history of
back painand chronic alcohol text substitution (9) lumbago and chronic alcohol
abuse and more recently has - dependence and more recently
been seen in several... has been seenin several...
Opioid abuse risk: High Opioid abuse risk: Low
2777 Metabolic syndrome ) 401.0 Benign essential hypertension
4299 Heart disease, unspecified Adversarial 272.0 Hypercholesterolemia
278.00 Obesity, unspecified coding (13) 272.2 Hyperglyceridemia
> 4299 Heart disease, unspecified
27800 Obesity, unspecified
Reimbursement: Denied Reimbursement: Approved

Samuel G. Finlayson, et al., Adversarial Attacks on Medical Machine Learning, Science, 2019
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Applications

action taken: down action taken: noop
original input adversarial input

N argmaxV,J(0,z,y);, KNG

action taken: up action taken: down
original input adversarial input

Sandy Huang, et al. Adversarial Attacks on Neural Network Policies , 2017
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Adversarial Sample Usages

 Explore the biases of a neural network by analysing the distance of a
sample to the decision boundary using adversarial samples

e The distance to the decision boundary is closely related to the
magnitude of the perturbation necessary to make a sample cross it

Police Van, 20% Torch , 40% Sewing Machine, 0% Crutch, 0% Dining Table, 0% Honeycomb, 20%
(Ambulance) (Volcano) (Tripod) (Tripod) (Desk) (Beer glass)

Police Van, 100% Torch, 80% Sewing Machine, 100% Crutch, 100% Dining Table, 100% Honeycomb, 100%
(Ambulance) (Volcano) (Tripod) (Tripod) (Desk) (Beer glass)

Pierre Stock and Moustapha Cisse, ConvNets and ImageNet Beyond Accuracy: Understanding Mistakes and Uncovering Biases, 2018
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Adversarial Sample Usages

e The adversarial perturbation exploits the ambiguity of the
image by shifting the attention of the model towards regions
supporting the adversarial prediction

Left: an adversarial image of the true class Jeep predicted as Ambulance by the network.
Center: the explanation of the clean image for its prediction (Jeep).
Right: the explanation of the adversarial image for its prediction (Ambulance).
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Adversarial Sample Usages

e Measuring Robustness

v

<N X X

Accuracy and attack success rate

Transferability

Distortion and minimal perturbation: Amount of noise required for attack to succeed
Loss sensitivity: Rough estimate of the Lipschitz continuity of the model

CLEVER: Lower bound on adversarial distortion based on extreme value theory

Ostrich shoe shop vacuum e
~ -
.’ A’ - . - -
4 7 A = Minimum distortion
/
X0 Xa Xaq' / " e
- o
adversarial = \"
mmp‘. o~ / ‘ N }
71/ |
7l '
'\ \
\ l 2.8
versaral | \ Decision boundary 3
example \/ R "'\ﬁ i i
xal./\,_______f’ :-
" . g, -
- Decision boundary 2 o
Decision boundary 1 L, space
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Adversarial Sample Usages

 Defense: Adversarial Training

Labeled as bird Still has same label (bird)

Decrease
probability
of bird class

Adapt the classifier to attack directions
by including adversarial data at training
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Adversarial Sample Usages

. Adversarial Training for Semi-Supervised Learning

Unlabeled; model (1) ply|z, B)
guesses it’s : 2 W 2 2 2

. = |_OUnlabeled point o

probably a bird, & ; . 8

maybe a plane > 0

W )
2, 4 0 1 2 2,

Adversarial
perturbation ? :
intended to

change the guess

-2 =2
-2 -1 0 1 2 -2 -1 0 1 2

New guess should
match old guess
(probably bird,
maybe plane)

(1) Before training (2) After 10 updates (3) After 100 updates (4) After 1000 updates

WA A

To make the same prediction on an unlabeled
image and its adversarial counterpart

23

S b,
| W8

Takeru Miyato, et al., Virtual Adversarial Training: A Regularization Method for Supervised and Semi-Supervised Learning, 2018
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ll. Deep Hash Learning
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Background

The Exploding Big Data Great Challenges in Big Data

Data Storage

Big Data from Media Big Data from Education

- = [R— e -
]
B EEERSRLE BEREASANT

ror st Kt

Increasingly difficult

2880 0

é IDC 2020 3% Trading scale (100 million yuan) e Growth rate(%)
== “
P L 23
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44 2500 -
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2015& 1000
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Research Repor

Computing [_\/Idodel

onvolutional Encoder-Decoder

2 Output
/// pn  Pecting indices [ /
% an s SO S
7 ‘,"'.',;‘_,“ ,"/,// / 4

Increasingly complex

50

ZB

Approximately 61,744 Netease's open audio
GB data is generated per and video courses
second worldwide reached 150,000
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Background

Supervised hashing [0 ofJi1JoJaiJojoJi1]o]
SSH, MLH, KSH, FastH, D 3
SDH, COSDISH...
EEEee——) D 2
. N O
Unsupervised hashing m :
N —— PCAH, SH, ITQ, AGH, ) 1
e IMH, DGH... :
d>r
x:dx1 - be{0,1}" ' XOR operation

Data Scale: High-dimensional - Low-dimensional

Cheaper storage cost Lower computational load
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Deep Hashing

e Single-Modal Hash Learning
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Deep Hashing

 Cross-Modal Hash Learning

Hash codes of
similar pairs
| should be
tf\e]::jx.r:sg ‘(. ---» 01001101 similar
. ‘ MM
*v?i WO ---» 01001101

0; ( N/ A

’) ‘\ ,l‘\N O ---» 10111100
\\*.4//&.4/»0 -==> 10111100 | Hash codes of
dissimilar pairs

Acatis should be

playing
with a ball dissimilar

Multi-modal data Deep learning model Hash codes semantic structure
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* Robust information retrieval through adversarial training
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Adversarial Examples for Hamming Space Search

TCYB2018: Erkun Yang, Tongliang Liu, Cheng Deng, Dacheng Tao
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Motivation

e Our approach handles the problems
v Problem 1: The lack of query image's label caused retrieving semantic
irrelevant results rapidly become infeasible

We opt to design a novel objective to force the hash codes for adversarial
samples to be dissimilar from those of the original examples
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Motivation

e Our approach handles the problems
v Problem 2: The existing methods have the vanishing gradient problem

We proposed a novel updating strategy for the hash activation function

tanh(x) dtanh(x)/dx

1.00 1 1.0
0.751

0.8
0.50 1
0.25 0_%4

-10 -5 0 5 10

-0.25 (1)1
-0.5(Q 1

21
—0.75
T.00

-10 -5 5 10
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Proposed Method

F(x;)
v
Mask Hamming Distance ) ~t4-1
metric > Maximization —> Clip "CU?;
(= == e em mm Em Em o Em Em Emm Em Em Em E= = =
: 4] : Backpropagation
Tq)
|
|
————————————————— . |

The Framework of HAG
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Proposed Method

e Overall Learning Objectives in each iteration

v The targeted hashing model

_ o I |
b, = E(z;) = sign(H (z;))  b—— e
b.canb ed b , ©Q00004
. can be approximate ! :
Z PP Y | 3t
F (x;) = tanh (aH (x;)) : T
1 .l
5500 |
v’ Generate adversarial example ! : =
'\ [OoEo0]
I < .
* the perturbation should be small fixi)——tff @)
. i’q should be dissimilar to Xy R R D L R R Y !
: generate adversarial example 1
- 3 1, P raNT 2 !
min £ (g, ) = | —F" (2q) £ (2¢) + U™ 5 eGgm) =107 @) F )+ 17
q . 1
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Proposed Method

- o~ 4

’ /
' ]
/
Semantic Similar —I ‘ 7 Semantic Similar |

01001101 01001101 / 01001101 10111100

/
/
/ maximize

maximize the Hamming distance

/ max d (x,y) sz@y@

Semantic Dissimilar

|

01001101 10111100 minimize the inner products of hash codes
: . 1 T )
Semantically similar pairs will have H%}IH‘C (T4, 24) = ||EF/ (zq) F' (24) + 1]

similar hash codes, vice versa
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Proposed Method

® The mask for the gth sample

Lif[F (Zq) — stgn (Fi (zq))| <1+¢
Wei —
! 0, otherwise

® The corresponding vectors

- F' (z,) =w, ® F (x,)

F (5A’7Q>T =w, ®F (ﬁfq)T

. . 1 . . . , AR
in £ (3, 24) = | F () F (3,) "+ 1P = min (8,2,) = |—F () F (2) "+ 1]

— 12
ZTq m
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Proposed Method

tanh(x)

e Vanishing gradient problem
v' Zero gradients in the hash activation layer will greatly z:z
hinder the optimization of the adversarial examples 025
OL 0L OF (&,) OH (,) -
0,  OF (&,) 0H (2,) 0, /4
0L Otanh (H (Z,)) 0H (Z,) RS
- OF (2,) OH () 0z,
Otanh (H (z,)) T
= 1 — (tanh (H
5H 5 (tanh (H (i)

F' (x;) = tanh (H (x;)) will cause vanishing gradient problem
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Proposed Method

e The hash activation function

F (z;) = tanh (H (z;)) == F'(z;) = tanh (aH (x;))

1.0 — f(x) = Tanh'(x) 25000 mm MS COCO 30000 mmm MS COCO
—— f(x) = Tanh'(0.5x) FLICKR25K FLICKR25K
0.9 ;
m— f(x) = Tanh'(0,1x) [ NUSWIDE 2500 [ NUSWIDE
0.8 m MS COCO 20000
FLICKR25K
0.7 == NUSWIDE > >2000
; € 15000 c
] ]
> 21500
g g
& 10000 =
1000
000
s 5001
050 02 04 06 08 1.0 050 0.2 0.4 0.6 0.8 1.0
Gradient values Gradient values
(b) (c)

FLICKR25K
16 bits 32 bits 64 bits 128 bits

HAG* 03004 0.1963 0.2410  0.1851
HAG 0.1657 0.1164 0.1190  0.1315
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Results

natural perturbation  adversarial natural perturbation
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Results

Table: Map for a different number of bits on the datasets at different iterations

. . MS-COCO FLICKR25K
Training Iteration

16bit 32bit 64bit 128bit 16bit 32bit 64bit 128bit

0 0.7114  0.7365  0.7460  0.7494  0.9280  0.9281  0.9262  0.9295

10 0.6920 0.7163 0.7237 0.7353 0.8969 0.8954  0.9069 0.9130

100 0.4208 0.4451 0.4589 0.4890 0.5535 0.5221 0.5425 0.5953

500 0.2115 0.2072 0.2046  0.2323 0.1836 0.1496 0.1501  0.1712

1000 0.1617 0.1398 0.1392 0.1698 0.1611 0.1274 0.1164  0.1293

1500 0.1125 0.0979  0.1010 _ 0.1144 0.1731  0.1188  0.1075  0.1352

2000 0.1081 0.0973 0.0916 _ 0.0998 0.1657 0.1164 0.1190  0.1315

MAP is one of the most widely used criteria for measuring the performance of modern retrieval systems

HAG can successfully attack targeted hashing models !
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Results

Transfer MAP results on MS-COCO datasets

Perturbations DPH-VGG16 DPH-VGG16" DPH-VGG19 DPH-VGG19* HashNet-ResNet50 HashNet-ResNet50"

None 0.7365 0.7460 0.7279 0.7458 0.8042 0.8536
DPH-VGG16 (1) 0.0973 0.1138 0.4392 0.5374 0.7640 0.8043
DPH-VGG16" (r2) 0.1036 0.0916 0.4166 0.5117 0.7673 0.8008
DPH-VGG19 (73) 0.5015 0.4968 0.0790 0.1197 0.7603 0.8040
DPH-VGG19® (74) 0.4707 0.4931 0.0988 0.1059 0.7573 0.8035
r1 + T2 0.0808 0.0753 0.1890 0.2535 0.7034 0.7227

r 473 0.1002 0.1030 0.0830 0.1110 0.6995 0.7413
L+ 74 0.0944 0.0984 0.0902 0.1106 0.7126 0.7361
r+rot+r3+ra 0.0776 0.0720 0.0703 0.0803 0.6252 0.6609
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Cross-Modal Learning with Adversarial Samples

NeurlPS 2019: Chao Li, Cheng Deng, Shanggian Gao, De Xie, Wei Liu
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Motivation

Cross-Modal Learning aims to explore the Relation
between one modality (e.g., image) and another (e.g., text)

4 )

Image Space &' Text Space & !

)

e Like most of the UK, the Manchester area
o mobilised extensively during World War II. For
-~ example, casting and machining expertise at
- Beyer, Peacock and Company's locomotive
- — works in Gorton was switched to bomb making;
s~ Dunlop's rubber works in Chorlto; edlock
-~
-~ made harrage balloons; i . .
i Martin Luther King's presence in Birmingham
-~ -~ was not welcomed by all in the black
-~ ~ ~ community. A black attorney was quoted in
- - )‘ "Time" magazine as saying, "The new
-~ administration should have been given a chance
to confer with the various groups interested in
change. ...
o
S
~ c‘
~ 1
-~ In 1920, at the age of 20, Coward starred in his
~ ~ own play, the light comedy "I'll Leave It to You".

After a tryout in Manchester, it opened in
“i London at the New Theatre (renamed the Noél
Coward Theatre in 2006), his first full-length play
in the West End.Thaxter, John. British Theatre
Guide, 2009 Neville Cardus's praise in "The

Multimodal Documents

J. C. Pereoa, et al., On the Role of Correlation and Abstraction in Cross-Modal Multimedia Retrieval, TPAMI, 2014
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Motivation

Supervised Information

_—— e — . — . — o — — — -

TEXT

A black dog—and—=a '-f‘h“'n\
dog with brown spots
are staring at each

0 . .10
Rl B " s
I

Bag of Words Fully Connected |

oOrOoOrORrRELOO

|

Data points from two modalities are mapped from the original spaces into a
Hamming Space of Binary Codes

Q.Y. Jiang and W.-J. Li, Deep Cross-Modal Hashing, CVPR2017
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Motivation

T2T T21/12T 12]
A

< T - .=
NR .. O |" @"‘ -I-+ .
\
A \ Q! \
AL 04 \@®| 1\,
\ \ .'.D@“. ¥
\

Cross-Modal Search Space
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Proposed Method

A is an adversarial sample of A

T2T T21/12T 121 Dis an adversarial sample of D

\ PN

\
g O ® O \| I’i\\
., © o ! @";"" D
N () O 'l' 4 db 4

\ O @\ ] +

NR /
Ap o Lt Ty
A A \\. A “B VTt A
\
W CA :
(a) Adversarial Sample Learning (b) Adversarial Training

Adversarial sample is defined in two aspects:
B Learned perturbation is designed to fool a deep cross-modal network

B The learned adversarial samples won’t impact the retrieval performance within
its own modality
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Proposed Method

—— f ,
| = : 0100101 | :
! hash layer, — I
: §.//1010110 |
i H =< 5| S |
! ¢E(|1010111 |
! , NN-based Network _- 1001010 i
: : Multilayer Perceptron :
; e 5.//1011010 |
! \js?r;‘i?w“ 7 °£110101001 |

0 =
o | HIE S
: N‘\%‘hujv\o]'_l_’ O 1O |O hash layer 7110101000 :
I e — | 0110101 |!
! N T ke e e e e //—/—Y/—/——/———1 /

The aim of an adversarial attack is to find the minimum perturbations A* in v and t that
result in the change of retrieval accuracy:

A (0%, Hx*) := n%in\|5*|\p,

s.t.argmax x (H (0 x +0%; 0%)) # argmax * (H (ox;0%)) ,* € {v,t}.
0 0
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Proposed Method

Inter-modal similarity ;

min Jinger = Z 11— —log (1+ ™) " + lo"

1.1=1

Intra-modal similarity 1 min Jiner = Y 1505 —log (1 + %) |%,5..0;; =

7.1=1
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Results

Comparison in terms of MAP scores with different lengths of hash codes

MIRFTickr-25K NUS-WIDE
Task Method \—e———T4g T 62 [ 16 | 32 | 48 | &
Image Query |_DCMH_| 0.736 | 0.749 | 0.756 | 0.761 | 0.595 | 0.607 | 0.620 | 0.641
» DCMH™ | 0.805 | 0.816 | 0.825 | 0.828 | 0.658 | 0.679 | 0.686 | 0.683
S SSAH [ 0.797 | 0.805 | 0.807 | 0.807 | 0.645 | 0.660 | 0.670 | 0.672

Text Database 10804 T0.815 [ 0.826 1 0.820 | 0.660 | 0.675 | 0.690 | 0.694
Toxt Quer DCMH | 0.796 | 0.797 | 0.804 | 0.806 | 0.601 | 0.614 | 0.623 | 0.645
o Y  I'DCMHT [0.810 | 0.820 | 0.820 | 0.819 | 0.679 | 0.691 | 0.693 | 0.690

SSAH | 0.798 | 0.805 | 0.807 | 0.804 | 0.661 | 0.677 | 0.681 | 0.684
SSAH™ | 0.808 | 0.809 | 0.814 | 0.815 | 0.671 | 0.685 | 0.693 | 0.697

Image Database

Comparison in terms of MAP scores and distortions(D) with 32-bit code length
( )\
MIRFlickr-25K NUS-WIDE
DCMH[DCMH T [SSAH[SSAHT [DCMH|DCMH™ [SSAH[SSAH™
100 MAP| 0579 | 0.631 [0.679| 0.681 | 0.526 | 0.609 |0.587| 0.591
Image Query D [0.039 | 0.04T [0.034| 0.038 | 0.031 | 0.033 |0.032] 0.025
MAP| 0.563 | 0.599 |0.671| 0.699 | 0.499 | 0.583 [0.534| 0.543

Task Iteration

Text ];.e?{abase 200 D | 0.023 | 0.038 [0.028] 0.032 | 0.026 | 0.031 [0.029| 0.026 Z (6 . _0*)
500 MAP| 0.521 | 0.554 [0.665| 0.674 | 0.457 | 0.578 [0.460| 0.502 D —
D | 0.019 | 0.029 [0.020| 0.023 | 0.025 | 0.028 [0.026| 0.024 M
100 MAP| 0.615 | 0.619 [0.603| 0.611 | 0.523 | 0.628 [0.501 | 0.523
Text Query D | 0.048 | 0.037 [0.031] 0.021 | 0.037 | 0.035 [0.042| 0.025
Vs, 200 MAP| 0.587 | 0.577 [0.595| 0.605 | 0.447 | 0.549 [0.454| 0.474

Imace Database D |0.027 | 0.033 [0.025| 0.019 | 0.035 | 0.031 [0.035| 0.023
g 500 MAP| 0.561 | 0.564 [0.589| 0.593 | 0.371 | 0.533 [0.351| 0.427
D | 0.019 | 0.021 {0.023| 0.017 | 0.030 | 0.027 [0.017| 0.019
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Results

Image-query-Text on MIRFlickr-25K

Text-query-Image on MIRFlickr-25K

1 T 1 T
OS2 K —DCMH-C D3 —DCMH-C
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TRy S ——— . 2055 -
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Image-query-Text on NUS-WIDE

(b)

Text-query-Image on NUS-WIDE
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Image-query-Text on MIRFlickr-25K
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0.8 SSAH-C |]
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Adversarial Samples of different modalities learned by the proposed CMLA
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