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Can we trust photos? BRRX L ? F—z

- [s seeing believing now? Is the picture a real
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- Some changed images are for fun
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Economical Crisis

&he New YJork Times

iwuhm Mimmshen, Db 1, 2081

OSAMA CAPTURED" ;

But, “malicious/intentional” manipulations will alter the
semantic message.



Forged news picture

B Military Influence
» lraqg War

March 31, 2003



B Military Influence
» lran missile launch(2008)




B Political Influence
» President Election in USA

Fonda Speaks To Vietnam | _
U&terans At Anti-War Rall 4o

lih'l-lﬁl'“lﬂhhlﬂi#lﬂ:th-d
Viekpann, b Jyoo 1y (LI e s ot 19 s el g

John Kerry and Jane Fonda were sharing a podium at an
anti-Vietnam-war rally? (2004)
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Cropping cause a different opinion

An Iraq war photo

Cropped Original lh Cropped
version | version |l

http://www.i-am-bored.com/bored_link.cfm?link_id=49206



B Science Influence
» Southern China Tiger
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Famous Journal

{Science)

reports this

| RANDOMSAMPLE

EDITED BY COMSTANCE HOLDEN

tame-looking cxpresson and atter several weeks of rain but was =ill 30 cm
forgery case., wnveal coat calor—as well a4 bedow the |long-term avecage, Boats are resting

the fact that the two photos por- | o0 mud, dodes are poking nothing but ir,

trary eactly the same tiger b and fisheemen and lakeside rice growers are

differently postioned foliage— | watching their bvelhoods dry ug.

thimk it mere likely that sone- Some facioes that explakn the mess; The sur-

one plarted a candboard tigerin | Race temperatire of the Lake has mystericusly

the bishes. Fu Dezhi, a botacist | risen 4,5°C since 1978—twice a3 fasd a5

at the Chineve Academy of the température ol the surrounding air. loe,

Sciences, adds that the plants which tacks evaparation, has become e on
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Rare-Tiger Photo Flap
Makes Fur Fly in China

A few weeks ago, boer researchers peleby sted
thio neves thal a South Chima figer (Poathers
tigris amopensisl had been spotied—-and pho
tograghed—in the wilds of Shaanei Province.
But netizens in China and elsewhen have
declared it only @ “paper tiger” after scrutiniz-
Iy the two avallable images.

Mthoagh the species has been dedared
*functionally extinct, * reponts of tiger actiity in
the heawily forested Qinba Mowmains prompled
Shaanxt officials ta offer a reward to anyone able
o phitegmph one of the tiges.

At a 12 Oxhobeer press conference in Mian,
Ihoa Thenglong, a former hunter, iodd a rapt
audience of kis quest to photagraph the beast,

B WA i

are ot 0 scale i relation fo the
tiger, Thou, who was pad

Superior, and precipitatian has dropped 15 cm
# yead fram the annual swetage of 77 on.

20,000 yudmn (52666) far the But the big picture romaing uncliar
images, says, " guaranteewith | “We know how it's happening, but the why—
my head that the photographs | don't kenow,”™ says hydreobagisd Cynthia Sellinger
are gthentic.” of the Mational Oceanic and Atmosphesic

The Shasnd Foresiny Aclrm mstration. One reason, experts say, 1 that

Bureau is pashing ahead wilh plans for a thor
ough sunsey and a toger resenve. “I1s themaen-
dousty exciting news, if i can be sub-
stantiated,” says figer eapert
Gary Koehler of Wasthingion
uate's Department of

Fish and Wildlife (Soence,
7 Septemiber, p. 1312),

But first, “they nesd 10

Lok fee hakr snags o scat”
for genetic verfication,

chmate medels aren't very good at predicting
greanhouse elbocts at regional scales

=< Micromini Radio

A carton nanotuhe 10,000 times as
thin as @ human hair tumns radio
wan'ed info musghe, dcting fike a tiny
radia, in this image baawy lines
added) taken by researchers 31
the Unbwersity of Calilornia, Irvine.

AM radic wawes (asise the lube to
wvibrate; ther an eleciric field forces

Lean Times for 'emuns—#ﬂ 5. an eecirical ur-

Lake Superior

This tall, thee water [evel of Late Superios, the
warld's rgest freshwater ke, dipped below
the regoed it set in the Dust Bowt days of 15926,

rent--out of its tip. The current detects the
vibrations, converting the waves to sownd. This
muoaith in Mamo Lefters, Peter Burke and
Christopher Rutherglen epert using the device
to transmit music wirelzssly @lmost a meter
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News Awards are exposed as the tampered
Images

Tibet railway and the wild Plaza peace dove
animals
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Top: Original images, Bottom: composite image



Defense Advanced Research Projects Agency
675 North Randolph Street
Arlington, VA 22203-2114

Contract Research and Development

R&D Business Opportunity Abstracts

HOME ABOUT BAAS SBIRS GRANTS AWARDS SPONSOR!

DARPA Media Forensics (MediFor) Proposers Day

DARPAvinformation innovation Office (120) has announced a Proposers Day for the A
Forensics (MediFor) program. The Propasers Day will be held on Friday, October 2, 2/
10:00 AM to 2:00 PM (ET) at the DARPA Conference Center located at 675 N. Randolpl
Arlington, Virginia, 22203. Advance registration is required at https://www.schafertm
com/darpa/i2zo/medifor/pd/ no later than 8:00 AM (ET) on September 30, 2015.

The MediFor program will develop “technologies for the automated assessment of th
of an image or video. The program will integrate these technologies in a visual medi:
platform that, for a given image/video, will automatically detect manipulations, provii
and decision makers with detailed information about the types of manipulations per
how they were performed, and their significance/importance in order to facilitate dec
garding the intelligence value of the image/video. The MediFor platform will also aut
discover associations across visual media collections as another means for confirmin
racity of an image/video.”

More information is available in the special notice DARPA-SN-15-77.

DARPA wants hetter detection of d_octore
images

By Mark Pomerleau Sep 22,2015

With image manipulation technology readily available to the general public, the number
of “enhanced” images has dramatically increased. But before government analysts can
evaluate the content of images and video uploaded to social media, it must be able to
identify those that have been altered.

To address this need, the Defense Advanced Research Projects Agency announced a
proposer’s day to discuss objectives of the anticipated release the Media Forensics
(MediaFor) broad agency announcement.

In one of the most famous examples of photo manipulation, Iran produced a
photograph in 2008 that purported to show a "provocative” missile test launch. While
the photo was discovered to be a Photoshopped hoax, the image ran on the front page
of American newspapers before that determination was made,

Because there are few tools for image manipulation detection available in the
commercial sector, media forensics analysts rely heavily on their own background and
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CVPR Workshop on Media Forensics
July 26th, 2017 @ Honolulu, Hawaii
(2017.06.02) There is a slight update to the program.

Call for Participation

This workshop will focus on the role of computer vision and pattern recognition in forensic applications, with special
emphasis on media forensics. There are a number of areas in the computer vision and pattern recognition field that
can contribute to the forensics community. These include algorithms for automated analysis of farensics. tools to assist
forensic examiners, and methodologies for assessing the accuracy of tools and forensic examiners. Topics of interest
include, but are not limited to:
« Media forensics
o detection of forged and manipulated images. documents and video,
o discrimination between computer graphics and photographic images,
o reconstruction of media genealogy:
« Analysis and recognition of
o blood splatters,
o bite marks,
o tool marks;
« Analysis and recognition of 2D and 3D patterns
o on bullets and their casings,
o shoe and tire impressions;
= 3D reconstruction of crime scenes,

The workshop will allow for a broad discussion of forensic-related issues across these lopics.

Program
Time Title Speaker/Author(s)
08:50 Welcome Conference Chairs
09:00 Keynote: Photo Forensics from JPEG Coding Artifacts Hany Farid (Dartmouth College)

Session 1: Face Image Forensics (09:50-10:10)
Session Chair: Larry Davis

09:50 Position Determines Perspective: Investigating Perspective Bo Peng, Wei Wang, Jing Dong, Tieniu Tan
Distortion for Image Forensics of Faces

10:10  Morning Break

Session 2: Neural Networks & Camera Identification (10:40-12:00)
Session Chair: Hany Farid

10:40 Transferable Deep-CNN features for detecting digital and print-  Raghavendra Ramachandra, Kiran Raja, Sushma Venkatesh, Christoph Busc|
scanned morphed face images

11:00 Localization of JPEG double compression through multi-domain Irene Amerini, Tiberio Uricchio, Lamberto Ballan, Roberto Caldelli
convolutional neural networks

Media Forensics
Challenge

f G+

The objective of the Media Forensics evaluation series is
to support research in, and help advance the state of the
art of, image forensics technologies - technologies that
determine the region and type of manipulation in a given
image. This annual series of evaluations will provide the
community with rich resources to aid in the development
of the technology.

The first Media Forensics evaluation took place in the
summer of 2017 (NC2017). To prepare for this evaluation,
NIST created a pilot data set, the Nimble Challenge '16
(NC2016) data set, which is available upon request via
the contact below. The second Media Forensics
evaluation (MFC2018) is currently being designed using
our experience from NC2017.

Perspective Media Forensics participants can subscribe
to the Media Forensics mailing list for announcements by
sending a request to the contact below.

Contact
mfc_poc@nist.gov (link sends e-mail)=
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Dlgltal image |Ife cycle Device identification etc.
CG, recapture, l
real scene, etc.

—> —> |-.E ==) | Sensor |mm) | COIOT

H interpolation
CcCDY l

CMOS
real world lenses Opt|Ca| CaF't)tqej"n In-camera
filter P software
processing
(white
T— balancing;
out-camera Jpeg = o
processi : saturation;
_ compression etc)

digital image

final digital
rage Image processing
Splicing, PhotoShop, etc.
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« Camera based

« Chromatic aberration
- CFA
- Camera response

- Sensor noise
- Physical based
- Light direction

- Light environment

- Geometric or perspective consistence
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- Source origin

- Real scene, CG picture, recaptured image

Device identification

- Camera brand and type, scanner brand

- Operation forensics
- Processing type, operation history

- Double Jpeg, resampling, filtering, seamcarving,
etc.

- Splicing forensics

- Cloning, copy—-move, cut—paste
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» contrast enhancement = pixel mapping

y=m(x)
255

|
|
|
|
|
|
|
|
I
|
|

l |
T T T T

2 3 e 252253 254 255
Pixel value before mapping
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- Capture the peak and gap characteristics

v" M. Stamm and K. J. R. Liu, “Blind Forensics of Contrast Enhancement in

Digital Images,” ICIP, 2008.

v M. Stamm and K. J. R. Liu. Forensic detection of image manipulation
using statistical intrinsic fingerprints. IEEE Trans. on Information
Forensics and Security (TIFS). 2010, 5(3): 492-506

v" M. Stamm and K. J. R. Liu, “Forensic Estimation and Reconstruction of a
Contrast Enhancement Mapping,” ICASSP, 2010.
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Undetectable case

Problem for low-quality JPEG 1mages (Q<70)
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JPEG followed by contrast enhancement
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Detection of global contrast enhancement

»Define a zero-height gap
»Discriminate from the gap induced by low-quality
JPEG compression

hexy T (h(k)=0
G/ .
-~ %% Jmin{h(k—1), h(k+1)} > 7
T“'7""%2"%%'“7‘"' | ke
0 k-wi k-2 k-1 k k+1k+2 k+w, x (T e
Zero-height gap bin at & the number of zero-height

gap bin is regarded as the
feature



__________________ - e
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{ "Peak/ Gap Bins Detection || Peak/ Gap Similarity Measure .
| | R
1 i
: Locate Correct VE" I 1 Select gap VS’ Compute g I
I gap bins ¢ % reference vector similarity |
_— Compute | | - T :
I —2 blockwise : : jl ' |
N histogram | |
c : Locate . E—— Ve = Create peak Select |
: peak bins ¢ | j' reference vector blocks :
|
|
I\_ ___________________ ! } Vpi’l, |
___________________ : Compute :
LT N .I " .
r CDITDQEItIOﬂ Detection = .51mlllz|nt3,r |
| N m' ] my :
Detection , | Assign source .
' (—'1— s 5 | |
result : index ‘ Fuse t j : |
\ .-a"l 1\. .--"I

Flowchart of composite image detection



Some details

1-Obtain the position vector

Vii= [VI0), Vi(), ..., Vi(k), ..., V[(255)]

2-Correct the position vector
co-existing peak/ gap positions in most blocks are
remained as a compared vector Vg



&

3-Calculate the similarity with reference position vector

the block with the largest number of zero-height gap bins
IS believed to locate within one source region, not the
splicing boundary. It is selected as the reference vector.

k 0 1 2 3 No Ng+1 - 252 253 254 255

v (k) [o|1]o]|1 0|1 o1 [k ///%
FT T ' 1 T 1T 11
 FPE T o

| v v v ¥ v y - 7* % %

e (k) (o [ o | - |0 Y - AR,

| cm, Vee®Ver®) ratio between the number of
mt = —. - matched pairs and that of

S Vik) Ver(k)+ Vi (k) - Vir (k) + Vi (k) - Ver (k)
kefhine ~ total gap-involved pairs
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. Detection

result | index
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( Peak/ Gap Bins Detection || Peak/ Gap Similarity Measure .
| | R
il
: Locate C ; Vee' | 1 Select gap Ver Compute e :
I gap bins orree ; J reference vector similarity :
|
[ I T W
| il |
: Locate P it VP" = Create peak Select I
: peak bins | j' reference vector blocks :
|
| |
Ih..,_ ___________________ "' l P:E'i"l |
___________________ : Compute :
: Composition Detection ': | 5.1m.||ar|tj,r |
I . m[ | | mP’ :
I Assign source ‘ Fuse t : j I
| ] ¥ |
WA AN s B AR e
L4 A\
I, AHRYFFHERIERS

Flowchart of composite image detection



Experiments

» Test Data

e Dataset 1: 800 unaltered photograph images in raw format,
resolution i1s 2000 X 3008~5212 X 3468 pixels

« Dataset 2: UCID image dataset, 1338 uncompressed
images, resolution is 512 X 384~384 X 512 pixels

 Dataset3: 1100 JPEG format images, resolution 1s
1200 X900~2832 X 2128 pixels

> Performance measurement: ROC curve



Global contrast enhancement (1/3)

» Detection performance @ Dataset 1

1 T

0.8}

0.6

TR

0.4

0.2

— = (0.5
--------------------------- r=0.7
llllllllllllllllllllllllllllllllllllllll r=0.9|]
------------------------------------ r=1.1
——r =15
---------- e = 2 ()
lllllllllllllllllllllll o

* P i
* RIE4E, Q =90, 70, 50 |

o

0.2

04 06

R R

0.8 1

ER &

1F : |
—r=0.5
--------------------------- r=0.7
0.8} e r=0.9
------------------------------------ r=1.1

0.6}

04r

0.2¢

* Stamm 774

* Q=50 _
0.2 0.4 0.6 0.8 1




Global contrast enhancement (2/3)

» Detection performance @ Dataset 2
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Global contrast enhancement (3/3)

» Detection performance @ Dataset 3
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Detection of splicing image

» splicing example

Original image1 original image 2 composite image

1
B
2.5
0.8
2
0.6
1.5
N 0.4
mm 1
0.2
0.5
0

Our method Stamm method
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v" C. Chen, J. Ni, and J. Huang, “Blind detection of median filtering in digital images: A
difference domain based approach,” IEEE Transactions on Image Processing, 2013,
22(12):4699-4710.

v' X.Kang, M. C. Stamm, A. Peng, and K. R. Liu, “Robust median filtering forensics using
an autoregressive model,” IEEE Transactions on Information Forensics and Security,
2013, 8(9):1456-1468.

v' Y. Zhang, S. Li, S. Wang, and Y. Q. Shi, “Revealing the traces of median filtering using
high-order local ternary patterns,” IEEE Signal Processing Letters, vol, 2014, 21(3):275-
279.
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o HIEFE: UCID, 1338 1 K k25 W%, 5 #F % 4512X384
~384 X512 ;

o AREPMRIEH MR RISEMR, HAEERAERK, SHKE
T BAR, YE A %

o AR K ) 256X256, 128X 128, 64X 64, 32X 32;
« JPEGRZH-F: QF =70, 60, 50, 40, 30.

MR FR: ROC curve, minimal average decision error p,
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median filtering: 3 X3 median filtering: 5 X5
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M Features ME3 MEFE5
ORI GAU RES AVE ORI GAU  RES AVE
128 GLF 10.2 11.1 13.2 4.3 52 3.9 5.5 29
AR 4.8 9.1 13.4 4.9 7l 7.2 8.0 22
20LTP 7.7 6.5 9.2 2.0 4.1 5.8 4.6 0.9
LDD 6.4 3.3 7.2 1.2 4.3 3.4 4.7 0.9
64 GLF 12.2 14.9 19.1 6.1 6.9 5.4 8.0 39
AR 11.7 10.1 16.3 9.2 8.3 9.7 11.8 3.9
20LTP 12.9 9.7 175 2.3 7.9 4.7 9.5 19
LDD 109 5.8 13.5 1.6 7.6 4.0 9.6 1.1
32 GLF 20.2 18.2 28.1 8.9 10.3 g 13.8 5.3
AR 18.9 16.1 27.5 77 16.7 13.0 16.6 5.1
20LTP 19.7 14.3 23.1 3.4 116 7.2 13.5 3.0
LDD 17.8 8.1 23.6 3.0 13.4 6.3 15.8 2.3

Features  MF3 MF5

QF=50 QF=40 QF=30 QF=50 QF=40 QF=30
GLF 12.1 12.4 13.8 5.1 6.0 6.8
AR 9.1 9.4 10.6 6.9 7.1 7.8
20LTP 10.7 11.5 13.7 5.4 5.6 7.4
LDD 8.9 9.8 10.1 4.7 5.6 6.4
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Tabhle 2. The list of camera devices used

ID Camera Devices Original Resolution
1 Kodak M1063_0 3664x2748
2 Pentax_OptioA40_0 4000x3000
3 Nikon_CoolPixS710_1 4352x3264
4 Sony_DSC-H50_0 3456x2592
5  Olympus_mju_l050SW_2 3648x2736
6 Panasonic_DMC-FZ50_1 3648x2736
7 Agfa_Sensor530s_0 2560x1920
8 Ricoh_GX100.0 3648x2736
9 Samsung NV15.0 3648x2736
10 Sony_DSC-W170.0 3648x2736
11 Sony _DSC-T77_0 3648x2736
12 Sony DSC-T77_1 3648x2736
13 Sony_DSC-T77_2 3648x2736
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Table 4. The detection accuracy of content-adaptive fusion residual net-
works and fusion residual networks. The best results are highlighted in
bold

Smoothness

Saturation

Others

FRN

CA-
FRN

FRN

CA-
FRN

FRN

CA-
FRN

99.27%

99.09%

84.16%

80.83%

99.13%

99.57%

99.03%

99.76%

27.33%

42.55%

97.90%

99.46%

93.99%

97.51%

97.66%

93.92%

96.16%

97.49%

96.07%

98.02%

51.44%

66.93%

96.82%

95.11%

91.14%

89.95%

61.05%

61.18%

96.38%

97.65%

Type Preprocessing Ave_acc
4 HP 81.62%
CA-CNN Conv 3x3 87.72%
Conv 5x3 90.11%
Conv 7x7 90.68%
Conv 3x3 05.58%
RN Conv 5x5 96.21%
> Conv 7x7 96.03%
CAF-CNN(Yang Comv3 57 0417 %

et al., 2017)
FEN Conv3s 7 96.26%

94.25%

96.27%

78.45%

85.63%

96.02%

98.19%

97.33%

94.9%

20.42%

97.16%

96.38%

98.15%

96.96%

98.27%

11.50%

97.08%

97.11%

97.83%

S loo |1 || h| | | b | —

96.66%

96.59%

31.40%

46.61%

98.3%

96.95%

z
i

96.14%

96.73%

68.5%

76.89 %

97.12%

97.8%

CA-FRN

| Conv3 5 7(Res)

97.03%




WFFE N T N2 H TN B S 5 2= I 25 A AL A ) 55

A
i
0.9
0.8

oSS FEHLESHR\ENMEHEA

1 2 3 4 5 b 7 g 9

2

.- T ; . o L o

! o

i I ; - o5
(a) (b) 03

0.2

0.1




®

o

WEFCIN . T N2 B N RS 2= X 48 B AR BILIR A ) 5
i

oW = SR GREFS))

Type Preprocessing Ave_acc

HP 81.62%
CA-CNN Conv 3x3 87.72%
Conv 5x5 90.11%
Conv 7x7 90.68%
GoogleNet(Tuama HP 91.60%
et al., 2016)
ResNet(He et al., | None 06.20%
2016)
Conv 3x3 05.58%
RN Conv 5x5 06.21%
Conv 7x7 96.03%
CAF-CNN(Yang Conv3 57 94.17 %
et al., 2017)
FRN Conv3i 57 96.26%
CA-FRN Conv3 5 7(Res) 97.03%
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| —— Agfa-Sensor530s-CAFRN Sony-DSC-H50-0-CA-FRN
Kodak-M1063-CA-FRN Sony-DSC-TT7-0-CAFRN
Mikon-CoalPixS710-CA-FRN Sony-DSC-W170.0-CA-FRN
Olympus-mju-1050SW-CA-FRN —— CAFRN
— | —— Panasonic-DMC-FZ50-CA-FRN — — Sony-DSC-H50-0-PRNU
Pentax-OpticA40-CA-FRN — — Sony-DSC-T77-0-PRNU
——— Ricoh-GX100-CAFRN — — Sony-DSC-W170-0-PRNU
Samsung-NV15-CA-FRN - PRNU
——— Sony-DSC-H50-CA-FRN
—CAFRN
— — Agia-Sensor530s-PRNU
— — Kodak-M1063-PRHU
— — Nikon-CoolPixS710-PRNU
Olympus-mju-1050SW-PRNU
— — Panasonic-DMC-FZ50-PRNU
— — Pentax-OptioA40-PRNU
~ Ricoh-GX100-PRNU
— — Samsung-N\15-PRNU
Sony DSC-H50-PRNU
----- PRNU
L 1 ] 1 1 1 |
o8 09 1 o7 0s 09 1
FPR
S
Sony-DSC-T77-0-CAFRN
— Sony-DSC-T77-0-CA-FRN — Sony-DSC-T77-1-CA-FRN
7| — Sony-DSC-T77-1-CA-FRN Sony-DSC-HE0-CA-FRN
Sony-DSC-T77-2-CAFRN — Olympus-mju-1050SW-CA-FRN
= CA-FRN Panasonic-DMC-FZ50-CA-FRN
— — Sony-DSC-T77-0-PRNU ——— Agla-Sensor530s-CA-FRN
Sony-DSC-T77-1-PRNU ~ Ricoh-GX100-CA-FRN
— — Sony-DSC-T77-2-PRNU Samsung-NV15-CAFRN
----- PRNU Kodak-M1063-CA-FRN
—CAFRN
— — Agfa-Sensor530s-PRNU
Kodak-M1063-PRNU
— — Olympus-mju-1050SW-PRNU
— — Panasonic-DMC-FZ50-PRNU
Ricoh-GX100-PRNU
— — Samsung-NV15-PRNU
Sony-DSC-HE0-PRHU
— — Sony-DSC-T77-0-PRNU
Sony-DSC-TTT-1-PRNU
===== FRNU
| | | 1 |
08 09 1
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Tampering Block Size

Cameras

ACC

TPR

64

Kodak_Pentax

99.18%

98%

Pentax_Kodak

98.34%

100%

Kodak_Pentax

99.19%

98.83%

Pentax_Kodak

98.54%

100%

Kodak_Pentax

99.18%

98.96%

Pentax_Kodak

98.55%

09.96%
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Type Ave_
HP 81.62%
CA-CNN Conv 3x3 87.72%
Conv 5x5 90.11%
Conv 7x7 90.68%
GoogleNet(Tuama HP 91.60%
et al., 2016)
ResNet(He et al., | None 96.20%
2016)
Conv 3x3 95.58%
RN Conv 5x5 96.21%
Conv 7x7 96.03%
CAF-CNN(Yang Conv3 57 94.17 %
et al., 2017)
FRN Conv3 57 96.26%
| CA-FRN Conv3 5 7(Res) 97.03%
SEE A e A7
P 4 e /'I//’/—.i/_k_./j
e
resta ) P I e
] =
7




I SE AN

RE=MARITR

E T I A 454 a0 ER xTEE B 152 BUE

ETEEMEE TR e EIEREUE

- BETARBIENALE FKREMEENEHRE L
- BT ERMEAE M E YR~ BHG A B R

- RRTAE



3

N SN R R L 2 R MV AN FE SIS
il

= TSR R [e) R

¢ HEPELRNEEMEITTHHIERIEENA BT, BILIiTHHEFRER 2
73;

¢ NMRIRREELGEE G P ERREN 5 XE;

* HEERESRHAEMEEN P EREBREN B

[1] C. Chen, J. Ni, and J. Huang, “Blind detection of median filtering in digital images: A difference domain
based approach,” IEEE Transactions on Image Processing, 2013.

[2] X. Kang, M. C. Stamm, A. Peng, and K. R. Liu, “Robust median filtering forensics using an autoregressive
model,” IEEE Transactions on Information Forensics and Security, 2013.
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Mlpconv layerl Mipconv layer2 384@13*13 384@13*13 Conv3
96@27*27 256@6*6
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Magnifying layer

Input
Original 64*64
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_ Classification
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Method No mlpconv | One mlpconv Two mlpconv | Three mlpconv Four mlpconv

Accuracy 82.53 83.77 84.10 83.85 83.54
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Image Input Method JPEG70 vs. JPEG70 vs. JPEGI90 vs. JPEGI90 vs.
size p MF3+JPEG70 MF5+JPEG70 MF3+JPEG90 MF5+JPEG90
Chen [21] 86.62 92.37 93.28 94.56
MFR
64X 64 Proposed 89.49 93.81 95.30 95.62
Image Proposed 89.96 94.20 95.18 95.51
Chen [21] 79.01 84.50 88.39 90.24
MFR
32X32 Proposed 82.30 87.33 90.91 92.97
Image Proposed 84.10 89.58 91.50 93.57

[21] J. Chen, X. Kang, Y. Liu, and Z. Wang, “Median filtering forensics based on

MFR =med (x(i, j))— x(i, j)

convolutional neural networks,” IEEE Signal Processing Letters, vol. 22, Nov. 2015.
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Method Magnification  JPEG70 vs. JPEG70 vs. JPEGI0 vs. JPEGI0 vs.
eHo Times MF3+JPEG70 MF5+JPEG70 MF3+JPEG90 MF5+IPEG90
1 (32X32) {84.10 89.58 91.50 93.57}
2 (64X 64) 85.23 91.67 93.06 95.71
Proposed
3 (96 X96) 85.67 91.87 93.34 96.23
4 (128 X128) 85.68 91.92 93.95 96.32
Chen [21] MFR(32X32) 79.01 84.50 88.39 90.24
6464 F1 1616 S o N TBOK B 5 Hefar A
Magnification JPEGT70 vs. JPEGT70 vs. JPEGI0 vs. JPEGI0 vs.
Times MF3+JPEG70 MF5+JPEG70 MEF3+JPEG90 MF5+JPEG90
1 (64X64) 89.96 94.20 95.18 95.51
2 (128 X128) 91.07 94.86 95.97 96.62
1 (16X16) 73.46 81.87 81.28 86.33
2 (32X32) 77.04 84.86 86.42 90.67
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