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ZE2ZHitH-5i%1: Secret Sharing

s \ | == s :
o 1] \£ I )\ j:¥2|§ -|—% |. Damgard, V. Pastro, N. P. Smart, and S. Zakarias.
I:II = L Z i&l 7T Multiparty computation from somewhat
== . \ Y ALY YN homomorphic encryption.
» FEAFBZIIMIBEEN CRYPTO 2012,

* 'Q\EQE{E;K%Z%'L-'_%@é&EPE"Jﬁiii%g M. Keller, E. Orsini, and P. Scholl.
BYIEE,, FMESMNEZIER SIG= MASCOT: Faster Malicious Arithmetic Secure
. /\/_/’_ - —‘-.—\;\ Computation with Oblivious Transfer.
37 = =] N = CCS 2016.
» EiprEERmENHRS S

M. Keller, V. Pastro, and D. Rotaru.
* State Of art . SPDZ??U Overd?iveer: Mak?r?gr(;P?DnZ greatan;uin.
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( Rk

1



2 Alibaba Group
- PEREPE

Z2Zhi1TE-7:%2: Garbled Circuit

- (HUEEE A LA /9N A IR R




zé%)‘:‘vl'% F3%2: Garbled Circuit

» BN BREE— 1 EER
N2 AT 0 1
0 0 0
1 0 1

5 AND|JEEZE




zé%)‘:‘vl'% F3%2: Garbled Circuit

» B BBEE—EER
. Step 1: 30/ 1EHITHEN B IR

AN
FN2 a b
C e e
d e f

5 AND|JEEZE




zé%)‘:‘vl'% F3%2: Garbled Circuit

- B BEREBE—ERESR

. Step 1: 30/ 1EHITHEN B IR
«  Step 2: AWIAINIZEHIH

N2 oA d b
C Enc,.(e) Enc,.(e)
d Enc, 4(e) Enc, 4(f)

5: AND|JEEE




zé%)‘:‘vl'% 73;%2: Garbled Circuit

» BN IBEREE— 1 EER
. Step 1: 30/ 1EHITHEN B IR
. PN
Step 2: FRRAIIZHAILL oM (a) b

<C> Enc,.(e) Enc,.(e)
Enc, 4(e) Enc, 4(f)

SUREREm At LIEE He

BRaceREAFTOEZRIZERER

5 E ST

IIIIIIIIII




Q/AIibaba Group
- PEEREPEM

Z2ZHi1tE-Ai%2: Garbled Circuit

» B BBEE—EER
. Step 1: 30/ 1EHITHEN B IR
Step 2: FMIANE R oM (a) b
Step 3: 81MNIVEIEHXIEAT
] SETPN <C> EnCa,c(e) Ean,c(e)
Enc,q4(e) Ency 4(f)

d
C HUEFERAERAaflcRI L= He
BRa cerRETRER EEZM
g mEse

IIIIIIIIII




ZEZHITRE-WAGFEHBERLD R

« A BTG IRITHEHFELERNZL F(a, b) -> {f/%/3) 1\ S

« A F BB /

» B—EIBE: NEEEBAIIZRES{EatOb

+ BANE—BEABRIRIZITENEBRE: 8N I8 ERmNEE
2, LHEHYAEA TN Ie%EA

TIUEALES 2K

|

B[

- Re—RIERmTEIENRER /R
* Nothing Else is revealed !




zé%)‘:‘vl'% F3%2: Garbled Circuit

» FLLUEEEWHAIER T, 30FRARHIS0H
» ERATBERAVIT BN ELBASOT BRINE ~ 21T 2 EHK

B8] LASCH

s Point & Ron Free XOR  Fixed key Half gate
Permute reduction AES-NI

1986 1990 1999 2008 2013 2015

5 E ST

IIIIIIIIII




Q/AIibaba Group
- PEEREPEM

Z2ZHi1tE-Ai%2: Garbled Circuit

. E{%}Ké Zgz//h X. Wang, S. Ranellucci, J. Katz.
A T A = Authenticated Garbling and Efficient
+ BEEMSEERBTR Maliciously Secure Two-Party Computation.
\ — > a—% CCS 2017
- BAME, BEEINARE
. J. Katz, S. Ranellucci, M. Rosulek, X. Wang.
o 1 1 1
State Of .a rt: Optimizing Authenticated Garbling for
Authenticated Garbhng Faster Secure Two-Party Computation.
CRYPTO 2018
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BiaiHash B2 208?

s BIF : EEEFHMNEARIEKAIhash&
LI B~ 2% hash/second, &XH it 517.5% ~ 2*2 hash/second

- RigFAF B/ NEFEHUBEFER , Igetk : 26° ~ 228
- RX=[ERYE (entropy ) imizbtbA~_Ehash& 7

Hash Rate

BitClub Network:
Poolin:

BTC.TOP: 9.4%

SlushPool: 10.3% -

ViaBTC: 10.3%

2011 2012 2013 2014

~~~~~

B RER: https://www.blockchain.com
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[PSZ16] B. Pinkas, T. Schneider, M. Zohner. “Scalable Private Set Intersection Based on OT Extension” , 2016
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€ 2258883,
PSI-5322: ECDH (Elliptic Curve Diffie-Hellman)

X = {xll xz, ---;xnl} Y = {yl' yZ’ ""ynz}

Power of hash
H (x;)“ {81, tXa, o) U, } HEMRHhashFIpower

DH: Mpower of hash

Power of hash

Power of Power of hash (a1, Az, ..., Qn, } H(Yj)ﬁ
B\* )
(H(yj) ) {a'y, a5, ..., a'5,} Power of hash
” 1/B

________________________________________________________________________ ((16")) " =n0n" ]

Intersection: y; | ty; € {txy,tx,, ..., tx, }
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n BARE (RXZERTENESEE) B
B ETZHitH (e.qg., garbled circuit) 2 1000 |
m ETAER (e.g., ECDH) S E—:IEHEE“
B ETAREZEEEH (Oblivious transfer) = OT;H%“ Van ”H"‘E“L‘ﬁ""ﬂ"“
g @ _FS
— oo E aerv;r Aided | i |
\ =] 5 .
o [ENWAHpE s -?gf-gﬁﬁﬂéﬁ ------------------- — %H&.EB
B 5E0)EUEILAD : 10 7001000 10000

Run-time (s)

B B EEEELE

B F3kiE: [PSZ16]
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WHHEEFI-%1EET [MZ17]

-+
AR x: B TE TN ST LRy R S Lazada
y: PR ELazadalasEEZEANEREE
x:(3,5, ..,6) y:3
_______________________________________________________________y_A _______________________________________
x,: (200, 38, ...,4) mod 28 « Va: 43 mod 28
X
xg: (59, 223, ..,2) mod 28 5 > yg: 216 mod 28
xA,yA - *E;_—:Fé Y =Xw < xB,yB
Nk : wi=w—aXT(Xw —Y)
ZEINEFIFE
Wi o Z75ITERA © Secret Sharing . W

w = w, + wg mod 28

[MZ17] P. Mohassel, Y. Zhang. "SecureML: A System for Scalable Privacy-Preserving Machine Learning” , IEEE S&P, 2017 Izj WEE@
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