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Each key tuple is divided into two groups, one 1s the Search
attribute group, denoted as a vector.

Assume t,= {x;,k;}, where
x; = {www. ebates.com, mary.chen@gmail. com, 5106105536},E = {123456}

Web Based
Search Attribute Group Key Attribute Group App Providers
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 Probleml

= The service providers are not fully trusted.

= Keys could be disclosed if there exists a misbehaving

internal employee or broken server.

= The privacy requirements of key attributes in the Key
attribute group 1s higher than that of identity attributes in
the Search attribute group.

= The resulted information leakage by the former 1s much
larger than that by the latter.
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Motivation
= Confidentiality and Privacy of Keys:

= Only the authorized users can derive the shared keys of the key owner
through the authorized decryption computation.

= Search privacy on multi-identity attributes tied with keys
s The honest-but-curious key service provider can not derive any identity
attribute tied with keys from the submitted search query, but can evaluate
the query from the encrypted key database correctly.

# Owner controllable authorization over his/her shared

keys

= Only the key owner can specify and control in a fine-grained way who has
the rights to access his/her shatred keys through authotization on key
attributes (key authorization) and authorization on submitted search query
(query authorization).




Equality Predicate

Assume there exist any two ¢-dimensional vectors x € x and w € w :
encryption vector x = (x;[1], ..., x;[£]) € W* and token vectorw =
(Wi[l], vy Wi [‘F]) € ([/V*)f’

if for all j € |w|,w[j] #x*

Py = {1 and w[j| = x[j]
0 otherwise

A search query denoted as Py; is specified by token vector w € W, and
the boolean formula P on w. DB(Py;) denotes the set of tuples in Key DB

which satisfies Py;. k DB(P ) if Equatlon(1) succeeds where k is a
vector from vector set k={k,, k5, ..., kn}, k;=(k;[1], k;[2], ... k;[|k:|]) is a
vector corresponding to key attrlbutes in the it key tuple t;.




‘ Existing Solutions

HVE|[].Hwan Park 2011,2013] can be used to guarantee
the search privacy on identity attributes, but it does not

support the key privacy and key authorizatior
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PRE|[Blaze 1998, Ateniese 2005, Weng 2010] can be used to guarantee the
confidentiality of keys and key authorization, but it does not support the
search privacy on identity attributes and query authorization on submitted

query. pkq skg pk, sk,
Date Owner el  PKG(2) >
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‘ Problems of Existing Solutions

1.

The increasing burden of users by remembering at least
two pairs of public/private parameters;

The increasing security and cost caused by at least two
times of public/private key distribution;

The increasing communication and computation cost
between the key owner and the delegated users by
encrypting and decrypting at least two times.




‘ Solution

CloudKeyBank, an unified key management framework with
enforced privacy and owner controllable authorization.

We propose a new cryptographic primitive named Searchable
Conditional Proxy Re-Encryption (SC-PRE) which combines the
techniques of hidden vector encryption and proxy re-encryption
seamlessly.

We also propose a concrete SC-PRE scheme based on the existing
schemes.
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Roles

1.

Key Owner
»  Constructing the customized access control policy (ACP) in terms of
his/her practical keys sharing requirements;
b Depositing Key DB by using DepositKey protocol under the support of
ACP;
o Distributing authorized Query tokens to the delegated user based on the
user’s registered information.

CloudKeyBank Provider

»  To enforce the privacy of identity attributes in the Search attribute group,
he/she can perform search query directly by evaluating the submitted
Query token against the encrypted key tuples in EDB;

b To enforce the key authorization he/she can transform an encrypted key
into the authorized re-encrypted key under the corresponding Delegation
token stored in Authorization Table (AuT).s the wanted query and physical
identity.




Trusted Client

5 The primary privacy enforced component in CloudKeyBank
framework, it mainly includes DepositKey and WithdrawKey.

User
»  Key owner and Collaboration group

Attack Surtface
»  Key Confidentiality
b Identity Confidentiality and Linkability Privacy
o  Key Privacy and Key Authorization
9 Search Privacy and Query Authorization




CloudKeyBank Provider

‘ SC-PRE Scheme

CT, () =?

A

dKoax QuT, w

v

—

A
Based on

Key pk
Attributes ¢
X

CT, =rek

Based on

Identity Skf/
Attributes 1
o DD e

Ke
OV\X’] er Delegated
— sko QuTo,w User
w
QuT
Based on Gen
|[dentity

Attributes



Definition 3.3(SC-PRE). SC-PRE consists of the following eight polynomial
algorithms Setup, KeyGen, Enc, QuTGen, DelTGen, ReEnc, Search and
Dec.

» Setup denoted as Setup (1) —params. It takes the secuity parameter 1 as
input and outputs system parameters params.

paramas = (p,G,Gr,e,g,e(9g,9), Hy)
params is publicly known. G and G4 are two cyclic multiplication groups of prime

order p, g is a generator of G and e(g, g) is a generator of Gr. H; : {0,1}* — G.

« KeyGen denoted as KeyGen(|x|) = (pk, sk). It takes as input the number of
identity attribute-value pairs |x|. The key generation algorithm (KenGen)
outputs a public and private key pair (pk, sk) for the user. For example
(pky, skg) for the key owner, (pk g, Skay) for the delegated user of the key
owner.

* Enc denoted as Enc(pko,a'c’, l_c)) — CT. It takes as input the public pk, of key
owner, a tuple t = (%, l?), vector k € K of key attributes and vector ¥ € W of
identity attributes. The encryption algorithm (Enc) based on HVE and PRE
outputs the ciphertext CT of key tuple. In this process k is first transformed to
the corresponding ek so as to hide the real k from the CloudKeyBank provider.




* QuTGen denoted as QuTGen(sky, w) — QuT, . It takes as input the
private key sk, of key owner and vector w=(w[1],w[2], ..., w[|W]]) of
identity attributes,w € W,. The query token generation algorithm(QuT-
Gen) outputs a query token QuT,, 3; for subsequent privacy search
query on encrypted Key DB and query authorization on submitted
queries.

« DelTGen denoted as DelTGen(sk,, pky,) — dk,_ 4, It takes as input
the private key sk, of key owner and the public key pk,,, of the
delegated user. The delegation key generation algorithm (DelTGen)
outputs the delegation token dk,_, 4, that is computed from the partial
parameters of sk, and pk .

- Search denoted as Search(CT,QuT, ) — ek. It takes as input the
tuple ciphertext CT under public key pk, and key owner's query token
QuT, i , and outputs the encrypted key ek on the condition that
Py = 1 succeeds by evaluating QuT,, i against the hidden vector x in
encrypted tuple CT, otherwise outputs L.




= To achieve the minimum information leakage in the process of
privacy and owner controllable authorization enforcement, we
introduce dual authorization tokens including the Query token
and the Delegation token.

= By using the dual authorization tokens the key owner can
encrypt the Key attribute group in such a way that only the user
with the appropriate tokens can gain access to the shared key of
key owner.

= Both the delegated user and the CloudKeyBank provider can not
derive the private key of key owner from the submitted Query
token, but the CloudKeyBank still can perform efficient search
quertes by evaluating the Query token from each encrypted key
tuple.




‘ Trusted Client

DepositKey protocol 1s used to help the key owner outsource
his/her keys to the CloudKeyBank provider with minimum
information leakage such as the leakage of tuple identifier.

o DB encryption, Query token generation and Delegation token

generation.
Trusted Client
/ CloudKeyBank Provider
- DelTGen
| .
o Privacy Enforced
C;) > Access Control
E //l QuTGen I [Iev1 Enc] [IeVZEnc][ Dec ]




= WithdrawKey protocol is used to help the delegated users obtain
the shared keys of key owner with minimum privacy leakage such as

the leakage of Query token.
a0 Search query on EDB, Conditional delegation and Key derivation.




‘ CloudKeyBank Provider
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‘ Security analysis
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‘ Security analysis
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| Performance analysis
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Performance analysis
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‘ Performance analysis
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